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CRYPTOLOGY

Cryptoanalysis

Cryptography

Symetric - key Asymetric — key

- AES (Advanced Encryption Standard) - RSA (Rivest-Shamir- adleman)

- DES ( Data Encryption Standard g :
] ch ((Rivceg c?gr:él?lt?n ST - DSA (Digital Signhature Algorithm)

- IDEA (International Data Encryption Algorithm)



RSA Crypfosystem (asymetric key)

Encryption algorithm
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Role of Math in cryptology (RSA)

1. Chose 2 different odd values for variables "P" and "Q"

>

» 2. Calculate variable "N", by using this formula: N = (P*Q)
» 3. Calculate variable "f' by using this formula: f=(p-1)*(q-1)
>

4. Find the lowest possible number, that is relatively prime towards variable "f' (e=7 is the
lowest prime number relatively towards 120). Then assign that number to a variable "d"

» 5. Find variable "d" by using this equation: e*d(mod f) = 1(mod f)
"A(mod B)" - remainder from dividing A by B
» 6. Form your Private key as follows: Private key - (e, n)

» 7. Form your public key as follows: Public key - (d, n)

In order to encrypt a message: In order to decrypt a message:
C - number you want to encrypt C - number you want to encrypt
M — encrypted number M — encrypted number

.
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Management X *main.cpp X 1
_ Projects [Sbce | Fles > 1l #include <iostream>
© Workspace . <
= Mg SzyfrRSA 2 #include <math.h>
-8 Sources 3 using namespace std;
4 int kongruencja(int e, int d, int f, int k=1)
=
(5
7 while ((1+ (k*f) %e) !=0)
8 o {
9 k++;
10
1Lag
2
13 = }
14 d=(1+(k*f) /e) ;
1S5 return d;
RSA
147
i 18 L}
19 int qg;p;n; £e=1,d; c,m;x;
Encrypftion A
21 H{
22 cout <<"Pgodal 9 Qraz p"<< endl;
orogramme s | e
24 cout<<"podaj ligczbke, ktora chcesz zaszyfrowac"<<endl;
25 cin>>m;
26 £=(p-1) * (q-1) ;
2 n=p*q;
28 while (f%e==0)
29 [H {
30 et++;
51 = }
32 x=(pow(m,e)) ;
33 c=x%n;
34 cout<<c<<endl;
35
360
37




Applications of cryptology
in modern world
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Military Passwords and Authentications Space exploration



